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Introduction

This guide will describe the installation of the Link Platform in a VirtualBox (VB) Virtual
Machine (VM) or on a Citrix XenServer 6.5. The same principles apply when installing in
other virtualization environments or when using real hardware.

The steps for installing the ISO are:

1.

8.
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Prepare for Installation

Create a VM

Boot the VM

Configure the Link Platform

Check Network Settings

Apply License Key

Upload Signed Certificate

Connect to Link Platform using FQDN

A VM or real machine on which to install the Link Platform from the ISO image
License key

Internet access for Link Platform updates and licensing




1. Prepare for Installation

The Link Platform is based on the CentOS 6.2 Linux operating system. Selection of
hardware is crifical to a successful installation of the platform. It should fulfil the basic
supported hardware requirements of the Linux operating system to avoid complicated
issues such as hardware support through olbscure drivers.

If planning on deploying the Link Platform onto VM, then ensure that the hypervisor is
capable of handling CentOS 6.2 Linux as a guest operating system on its virtual
machines.

DO NOT attempt to use any of the CentOS or RedHat Enterprise Linux templates provided
with your virtualization software as these are not specific to the Link Platform. Instead use
the Other Operating System option (or similar) fo ensure smooth installation.

We recommend the use of quality hardware platforms specifically built fo handle server-
based operating system or hyper-visors to run server-based operating systems. If special
hardware is required/used, ensure the drivers are available for CentOS 6.2 Linux before
proceeding with the purchase.

CentOS 6 editions are 100% compatible with RedHat's Enterprise Linux

6 editions and drivers.

Finally, perform any relevant hardware consistency checks to ensure that the hardware
platform is stable. A high percentage of problems experienced with installation and
ongoing use of the Platform relate to fundamental hardware problems.

Refer to the installation documentation for CentOS 6.2 Linux for further information.

2. Create the VM

This manual uses the VirtualBox version for a Virtual Machine. If using other VM solutions
(e.g.. VMware, Citrix XenServer) please refer to their respective user manuals for
additional information.

VM sizing guidelines:

Single User Model - Demonstration 1 CPU; 1 GB RAM; 12 GB storage

Multiuser Production Model - Lite 1 CPU; 4 GB RAM; 50 GB storage
Used for any two combinations of VPN LP,
Desktop LP or Proxy LP

Multiuser Production Model - Standard 2 CPU: 8 GB RAM; 50 GB storage
Used for running VPN LP, Desktop LP and Proxy
LP concurrently




When creating a new VM, choose Other as the type and Other/Unknown (64-bit) as the

version.

¥

-

Hid

Create Virtual Machine

identify this machine.

Name and operating system

Please choose a descriptive name for the new
virtual machine and select the type of operating
system you intend to install on it. The name you
choose will be used throughout VirtualBox to

Name: [ISO VSP

Type: |Other
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Version: [Other/Unknown (64-bit)

A
=

e Description | =

Next >

Cancel |

This applies to Citrix Xenserver as well. Make sure to not use any existing CENTOS 6
templates (both 32 bits and 64 bits), but choose Other Install Media.

=] (=]

(Q New VM
Tgl Select a VM template
|
| Template Search Q
Name | ‘
) ) { Name Category -
Insialation Medss Q Ubuntu Maverick Meerkat 10.10 (32-bit) (exp... Ubuntu o
Hothe defver )| Ubuntu Maverick Meerkat 10.10 (64-bit) (exp... Ubuntu
CPU & Memory & Ubuntu Precise Pangolin 12.04 (32-bit) Ubuntu
Storage 1< Ubuntu Precise Pangolin 12.04 (64-bit) Ubuntu
Networking 1) Ubuntu Trusty Tahr 14.04 Ubuntu
Finish o Citrix XenApp on Windows Server 2003 (32-b... Citrix
0 Citrix XenApp on Windows Server 2003 (64-b... Citrix
‘ 0 Citrix XenApp on Windows Server 2008 (32-b... Citrix
Q Citrix XenApp on Windows Server 2008 (64-b... Citrix
0 Citrix XenApp on Windows Server 2008 R2 (6... Citrix —
[E] Other install madia Misc =
[El Xen API SDK Misc L4
Cim!x ‘ [”] Copy host BIOS strings to VM
|

Template details

If the operating system you plan
to use is not listed, you may be
able to install it by selecting this
template. We recommend that
only advanced users attempt to
use this template, and you should
note that our products have been
tested running only the
supported distributions and
specific versions covered by the
standard supplied templates.

Next > ][ Cancel J
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Make sure that the Ethernet network adapter is bridged to the real network, not NAT'ed

in VirtualBox.

In the VB's ISO LINK PLATFORM - Settings found under Network, choose Bridged Adapted
in the Attached to dropdown list.

@

ISO VSP - Settings - ox

=
s

DS @K

General
System
Display
Storage

Audio

Serial Ports

USBE

Shared Folders

Network

Adapter 1 | Adapter 2 | Adapter 3 | Adapterﬂl
v Enable Network Adapter
Attached to: |Bridged Adapter x| I
Name: |eth0 |
[» Advanced

0K I Cancell Help |

3. Boot the VM

When booting the VM on the ISO image, choose an installation method: unattended
with DHCP allocated or custom installation.

illebGate Uirtual Segmentation Platform

Feebgey i) wpgickteplead 1) el A M
Perform a custom installat

escue installed system

Boot from local drive

emory test
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To perform an unattended installation with DHCP allocation, it is required to set up the

DHCP server on the local network to assign an IP address to the MAC address of the VM's
network adapter.

When booting the VM choose, perform an unattended installation (DHCP allocated).

illebGate Virtual Segmentation Platform

Haerne) il e

FPerfiorm a

escue installed system
Boot from local drive
emory test

The Linux kernel will load.

E ISO VSP [Running] - Oracle VM VirtualBox

Machine ‘Wiew Devices Help

Loading vmlinuz
Loading initrd.img

B @ &P ] um [ | (2 [8)Right Ctrl




A graphical installer will run, click Next when complete.

3 5t ning)

Maching “View Devwces Hab

CentOS 6 @

Community ENTenprise Operating System

Packages completad: 129 of 403

Installing perl-Authen-SASL-2.13-2.¢el6.noarch (99 x8)

SASL Authentication framework for Per|

e Jwyg ojRight ctd
R e e e IpLY TV

The machine will reboot.

A] 150 V5P [Running] - Oracle VM VirtualBox - o x
Machine ‘fiew Devices Help

&= ] v {3 | (9 [#)Right ctrl




The Link Platform will spend time configuring itself before presenting a Linux console login
prompt.

i 150 VSP [Running] - Oracle VM VirtualBox - o x

Machine View Devices Help

ent0S release 6.2 (Final)
Kernel 2.6.32-228.el6.x86_64 on an xB6_64

localhost login: _

B &) &P @ (9 (#)Right Ctrl 4

Netlinkz uses CentOS 6.X as the base operating system; therefore, the installation follows
the standard CentOS 6 installation procedures. This guide provides a basic overview of
the installation process. Please refer to the CentOS full installation guide for additional
features available during installation.

To perform a custom installation, it is required to assign manually a static IP address,
netmask, default gateway and DNS servers during the installation process.

The Linux kernel will load.


https://www.centos.org/docs/5/

E ISO VSP [Running] - Oracle VM VirtualBox
Machine Wiew Devices Help

Loading vmlinuz
Loading initrd.img

B @ &P ] wm @] (9 [ Right Ctrl

A graphical installer will run, click Next when complete.

<

| Muthne Vew Devices My

CentOS 6

Community ENTerpose Operating Sertem

o Next

& Right Cirt |



Select the installation language before clicking Next.

What langsge would you ke to use during the

BOVSP [Rumning) - Oracle VM Vituatox

Arabic (u atl)

‘Assamese {4#E1)

Bangali tz7m)
' Bangali(india) (awer (w1es )
- Buiganan (Bwarapom)
Catalan (Catala)
 Chinese(Simplified) (R
* Chinese(Tadtional) H2(E@)
 Croatian (Hrvatski)
Czech (Cedtina)
- Darish (Darsk)
Duteh {Nededands|

| Estorian (eesti keel)
- Finnish (suomi)
French (Frangals)

- Garman [Doutsch)
 Groek (EAArwixd)

- Gugarati [qvadl)
Hebrew (nray)
Hind (@8
Husgatiae (Magyar
lelandic (isienska)
loko {iicka)

' Indonesian indonesia)

el b
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Select the appropriate keyboard for the system and click Next.

1 _ WO VSR [Hunning] ~ Oracle VM VirtuaiBox

\@ Select the appropriate keyboard for
the system.

Italian (IBM]

Itakan (it2)
Japanese

Korean

Latin Amesican
Macedonian
Norweglan

Pallsh

Portuguese
Ramarsan

Russian

Sertian

Servian {iatin)
Shavak (qwerty)
Savenian

Sparesh

Swedish

Swiss French

Swiss French {latinl)
Swiss German

Swiss German (latinl)
Turkish

US. Intemational
Ukrainian

United Kingdom
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Select Basic Storage Devices before clicking Next.

] 150 VSP [Running] - Oracle VM VirtualBox e

~ Basic Storage Devices
- Iratalis or upgrodes to typical types of storage devices, if you're not sure which option 15 right for you,

this is probably &

_ Specialized Storage Devices
L Instadls or upgrades to enterprise devices such as Storage Area Networks [SANs). This option sill allos
YOu to add FCOE | ISCSI/ 2FCP disky and o Miter out devices the Installer should ignore,

@Oo® J@l| o Engtan

T L




Select the nearest city in your time zone before clicking Next. If the platform will be used
predominately within a single time zone, uncheck System clock uses UTC and set the
local fime.

3 190 VSP [Running| - Oracle VM Virtualliox _

Machine View Devices Help

Please select the nearest city In your time zone

Selected aty: New York, America (Eastemn Time)

Amenca/New York v

V' System clock uses UTC

& Back ) Next

Do e® o Erght o




Set a strong, secure root user password. This password will be synchronized to the admin
account used to log info the web administrative interface. Retype it to confirm and click
Next.

] 150 VSP [Runningl - Oracle VM VirtualBox ——
Machine View Devices Help

‘®8 The root account is used for administering
| the system, Enter a password for the root

Root Password: | |
Confirm: | |

\_‘&Fj ! w Next JI
HOSS @] Jsingnt o
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Select Use All Space to make use of all disk space before clicking Next.

G ISO VSP [Running] - Oracle VM VirtualBox -0 x
Machine View Devices Help

Use All Space
Removes all partitions on the selected device(s). This includes partitions created by other operating
systems.

Tip: This option will remove data from the selected device(s). Make sure you have backups.

eplace Existing Linux System(s)
Removes only Linux partitions (created from a previous Linux installation). This does not remove other
partitions you may have on your storage device(s) (such as VFAT or FAT32).

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Shrink Current System
Shrinks existing partitions to create free space for the default layout.

Use Free Space
Retains your current data and partitions and uses only the unpartitioned space on the selected device
(s), assuming you have enough free space available.

Create Custom Layout
[‘ Manually create your own custom layout on the selected device(s) using our partitioning tool.

O

[] Encrypt system
[] Review and modify partitioning layout

e | [

B Qe | ERightctrl )
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Click OK to edit the network seftings for ethO.

Select network interface

This requires that you have an active network connection during the
installation process. Please configure a network interface.

eth0 - Intel Corporation 82540EM Gigabit Ethernet Controller - 08:00: .

:

Under the Wired tab select System eth0 before clicking Edit.

Network Connections

wired | @ wireless | "1 Mobile Broadband | @ VPN & DSL |

Last Used |

e

i | Delete...

'Name
System etho

Close

Click the IPv4 Settings tab.

Editing System ethO

Connection name: |System eth0 ]

Connect automatically
Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |
_

Device MAC address: [08:00:27:63:A8:3F |

Cloned MAC address: [

MTU: Iautomatic ]3\ bytes

Available to all users Cancel ‘ | Apply...

[ 18



In the Method dropdown menu, select Manual.

Editing System etho

Connection name: |System etho ]

Connect automatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |

Method: [Manual < ] I
Addresses
Address Netmask Gateway [ ’ Add ’
| Delete |
DNSservers: | |

Search domains: l ]
DHCP clientID: | \

Require IPv4 addressing for this connection to complete

| Routes... |

) Available to all users Cancel ||

Under Addresses, click Add.

Editing System etho

Connection name: |System etho ]

Connect automatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |

Method: [ Manual < ]
Addresses

Address Netmask Gateway [ Add ’

| Delete |

DNSservers: | |

Search domains: ‘ ]

Require IPv4 addressing for this connection to complete

| Routes... |

W] Available to all users Cancel l | A

[ 19



Enter the Address, Netmask, Gateway, DNS servers (separated by comma) before
clicking Apply.

Editing System etho

Connection pame: [System etho }

Connect automatically

Wired | 802.1x Security | IPv4 Settings | Ipv6 Settings |

Method: [Manual C‘
Addresses

Address Netmask Gateway I Add |

192.168.76.126 24 192.168.76.254 Fommmsme—

‘ Delete ‘

DNSservers:  [8.8.8.8,8.8.4.4 |

Search domains: [| ]

Require IPv4 addressing for this connection to complete

| Routes... |

Available to aILusers | Cancel Apply...

In Network Connections, click Close.

Network Connections

Wired | @ wireless | 1' Mobile Broadband | @ VPN | & DsL |
Name lastUsed | Add |
System etho never

| Delete... ‘

20




A graphical installer will run and install a number of packages.
= IS0 VAP [Running) - Oracle VM Virtualdox

Machine Vew Dewices Hab

CentOS 6 &

Community ENTenprise Operatng System

Packages completed: 129 of 403

Installing perl-Authen-SASL-2.13-2.el6.noarch (99 x5}
SASL Authenticstion framework for Perl

BRsE Jeld &) Right ctdd




The machine will reboot.

zC! 150 V5P [Running] - Oracle VM VirtualBox - o x

Machine ‘fiew Devices Help

om0 EJRightCtrI//j

The Link Platform will spend time configuring itself before presenting a Linux console login
prompt.

q 150 VSP [Running] - Oracle VM VirtualBox -
Machine Wiew Devices Help

entd3 release 6.2 (Final)
Kernel Z2.6.32-228.el6.x86_64 on an xB86_b4

localhost login: _

& =P ] oal [} (9 (¥)Right ctrl




4. Configure the Link Platform

After entering the IP address of the Link Platform in a web browser, a warning will appear
notifying that the connection is untrusted since the certificate is not valid for the URL.

5 This Connection is Untrusted

You have asked Frefox to connect securely to 192,1608.76.126. but wa con't confirm that
YyOur conmection is secure.,

Normally, when you try to connect securaly, sites will present trusted :dentfication to prove
that you are going to the right place. Howeyer. this site’s identity con't be verified

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone |s
trying ta impersonate the site. and you shaddn't contitue,

| Get me out af here!
- Technical Details
| Understand the Risks

Click I Understand the Risks before clicking Add Exception.

This Connection is Untrusted

Wou N 250dt Reufian o CONNECT Setunely 10 192 1SE.T6.126. Dt we Can't confiom et
PO COMPACTION IS SeCure

Normally. when yoe Ty 50 Conmect sy, Mtes will presert tunted destRoaton &5 prave
hat you sre goeng 15 the NGt place However. thy ute's ifently Con't be yerded

What Should | Do?

¥ you sually CONPWET 1O THis 508 wihout SToBETNG. VG MGr Couls Mmean that Lomeons %
g th WEErianats the 188, and you shoukdn T continue

Get me qut of hevet
Technical Details
| Understand the Risks
¥ you stdessland ehel s gowng o you Can tell Reafios Do SEant trusling e Wbes

ermifcation Even I you trust the site, this arrer could maan that somecns s
It pur

Dot 230 3 esceplion Wileia you Moow INen s & QOOd Maien nivy 16 ite douse! uie
Tikind WNNUACINer
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Un-check Permanently store this exception before clicking Confirm Security Exception.

When presented with the Link Platform login, use the following credentials:

Username

Password

@ Add Security Exception L

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: [https://192.168.76.126/

] [get Certiﬁcate]

Certificate Status

This site attempts to identify itself with invalid
information.

Wrong Site

{ View... ]

The certificate belongs to a different site, which could mean that
someone is trying to impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as
issued by a trusted authority using a secure signature.

ﬂermanently store this exception

o Cancel }

m Confirm Security Exceptionu

admin

custom installation)

Username

admin

Password

password (or the password manually set during

[ 24




After logging in and seeing the Link Platform landing screen, set the administrator
password.

Click Administration on the side menu, followed by User Manager from the Administration
screen.






In User Manager, select All Users and click admin.

(4]

admin Satform Administrato

Set an email address and a secure password if a custom installation was not performed.
If a custom installation was performed, the password was chosen during the installation
process.




5. Check Network Settings

While logged into the Link Platform, navigate to Network Settings from the Administration

menu.

I 51 Administration

= Administration

= o =

Uszr Managsr Cariifizate Mariagsr Network Sestings

Ea

Pitoctory Seivices Authentication

<

B stioem Haalth

Log Archive Bachup

In Network Settings, check the following information:

Host Name
Gateway

Name Server 1

> > > >

Name Server 2

Click Save.

Lithhsing

Log Forwatding

28




== Network Settings

Platform

General Settings
Gateway Device eth®

Host - Override Settings

Host Name vsp.example.com
Gateway 192,168.76.254
DNS-Override Settings

Name Server1 J &.8.2.8

Name Server 2 g.84.4

Search example.com|

Adapter List

Device IP Address
etho 10.0.2.15

ethi 172,16.99.2
eth2 172.31.99.2

o)
I

O 0 0

Host - Active Settings

Host Name platform.develqpment
Gateway 10.0.2.2
DNS-Active Settings
Name Servert | 10,023
Name Server 2
Search development
cP Gateway Device

©O 00
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6. Apply Licence Key

While logged into the Link Platform, navigate to Licensing from the Administration menu.

| o« Administration

o =

Lertificate Mamagsr Nitwork Settings

I 1 Administration

Directory Services Aithentication Log Folwarding

Platfarm Heattn Log Archive

In Licensing, click Activate New Licence.

[8=|Licensing

I + Activate New Licence I

This is an unlicensed product, Please activate your lcence,

Licence Terms Privacy Policy

Enter the licence key, and click Activate.

30




a=|Licensing

Activate New Licence “

Licence Key: 92e48a60-2666-4b59-aab2-810ecd10dd27

Once the licence is activated, licensing details will be displayed.

[E=]Licensing

== Activate New Licence
Licence Details UPDATE

Licence Key 9ae48a60-a666-4b59-aab2-810ecd10dd27

Period of Validity
Not Before Thursday, May 26, 2016 11:57 AM

Not After Thursday, June 22,2017 11:57 AM

Entitled to Use

Name Total Number in use
Link Web Servers 5 0
Link Networking Devices 5 0
Link Desktop Hosts 10 0
Licence Terms Privacy Policy

31




7. Upload Signed Certificate

Install a signed certificate that matches the host name of your Link Platform, so users will
not receive a certificate mismatch warning in their browsers. If using Proxy LP, it is
recommended to use a wildcard certificate to cater for multiple host names.

Click Certificate Manager from the Administration menu of the Link Platform.

Administration

=3 Administration

# | o |2 |®

Uner Manager Certilicate Mansger Netwotic Settings Licenaing

S5H Management Log Forwarding

trepurt Users

Click Upload Signed Certificate in Certificate Manager.
## Certficate Manager

I == Upload Signed Certificate I

Certificate Store

Name Commeon Name(CN) Expires Status
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Click Choose File to open File Explorer to select the certificate off your device before
clicking Upload.

Upload Signed Certificate
Certificate Details Make sure to OSSign
Certificate Name: = Ashort description Assign: ® The c?er’rlflco.’re by
- clicking Assign
®Upload a PFX formatted file

Personal Information Exchange File: No file chosen | CHOOSE FILE |

If your file key is password protected then you will need to enter the password for LaunchPad to access and

install the certificate. If the file is not password protected then do not supply a password.
8. Connect to Link Platform using FQDN

Ensure that there is an A record for the Link Platform’s host name and IP address in DNS.
Then, connect to the Link Platform from a web browser using the Link Platform's FQDN.

Password: <Password=>

There should be no certificate warnings if the certificate and FQDN match.
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9. Check Protocols and Ports Required

Client side Firewall rules

Service TCP Egress

Link Connect 443

Link Desktop 443,7717

Link Mail 110, 143, 443, 587, 993, 995

Link Platform side Firewall rules

Service TCP Ingress TCP Egress

Link Proxy 443 80, 443

Link Mail 25, 110, 143, 443, 25, 80, 443
587.993. 995

Link Connect 443 80,443

Link Desktop 443, 7717 80, 443

UDP Egress

7718, 7719

UDP Ingress

7718, 7719
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